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RADIATION DETECTOR
INSTRUMENT AUGMENTATION AS AN
|OT ENABLED DEVICE

Chapter 1: Prerequisites
NodeMCU

Introduction

In this Project NODE MCU is the device which is going to read the data from the Detector’s
Processor/Controller Chip and Send it to the cloud via the Wifi that it is configured to access.

ESP-12E Pin Mapping

DEVKIT

o - {0
|_ceios |
GPIOS ]—I ﬂ.qsh:]

GPIO2 ]—[ THD1 ]

GND

| sero wrmwout pan | GPIO12 {E'
I UART I GRIOL3 ]—[ RXDZ H HSPID ]
| HSPT. epro1s p—f txoz  |—{ mseies |
| KEY 103 |—{ muoe |
l SYSTEM ]

GPIOL H TEDS
GND

The Pins we will be primarily concerned with , will be that of power and communication (RX and
TX)



Setting up Arduino for Programming NODE MCU

Step 1: Install Arduino

Latest version of arduino software will be available in the software section of arduino.cc
website.Below is the link to download the latest software.
https://www.arduino.cc/en/Main/Software

Step 2: Installing Arduino Core for NodeMCU ESP-12E Using Arduino
Boards Manager.

NodeMCU packages for arduino can be installed from the below link.
https://github.com/esp8266/Arduino

https://github.com/esp8266/Arduino#installing-with-boards-manager

L i ||..I|_||||||'\=|

o License and credis

Installing with Boards Manager

Starting with 1.6.4, Arduino allows installation of third-party platform packages using Boards Manager. We have packages
available for Windows, Mac OS5, and Linux (32 and 64 bit).

s Install Arduing 1.6.5 from the Arduing website
s Start Arduino and open Preferences window

i e pinto Addifional Board Manager URLs field

You can add multipla URLs, separating them with commas
+ Open Boards Manager from Tools = Board menu and install espB266 platiorm {and don't forget to select your ESP8266
board from Tools = Board menu after installation)

The best place to ask questions related to this core is ESPE266 community forum: http:/iwww espB266 com/arduino. If you
find this forum or the ESPB266 Boards Manager package useful, please consider supporting it with a donation, Ltk danate

Available versions

Etﬂhl'E 'IfEmiﬂﬂ updated Nev 30, 2015
Boards manager link: http://arduino.esp8266. con/stable/package_esp8266com_index. json

Documentation: hitp:(lespB266 github. in/Arduino/versions/2 0.0/



https://github.com/esp8266/Arduino

Copy the link highlighted in the above figure.

Step 3: Insert Link for .json NodeMCU Package Files Into Arduino IDE

Preferences
| 5etings  Network

Sketchbook location:

C:\UsersHenry\Documents\Ardine| Browse |

Editor language: System Default ~ | (requires restart of Arduino)

ske e B - -
:j-!' Interface scale: Butomatic | 100 7 % (requires restart of Arduing)
Show verbose output during: [] compilation [ ] upload
] Compiler warnings: MNonme
4l []Display ine numbers
4 [] Enable Cade Folding
} [A verify code after upload

[ use external editor Add This URL

Check for updates on starfup

[ Update skeich files to new extension on save {.pde -> .ing) /

[ Save when verifying or uploading

Addisonal Boards Manager URLs: | http://arduino.esp8266.com/stable/package_esp8266com _index.json =
More preferences can be edited :urla:llil ﬁ the file o " “ - . | o

C:\Users\Henry'\AppData | ocal\Arduino 15\preferences. tet

edit onfy when Arduno is not running)

Click Here

N\

oK Cancel

*Paste the copied link into Arduino IDE using following sequence File menu

-> Preferences-

*Paste copied link into the URL area shown in above image. Close and
restart the Arduino IDE.



Step 4: Tools - Boards Manager

File Edit Sketch |Tools| Help
Aute Format Ctrl+T
Archive Sketch

Skelch_Tanug= Fix Encoding & Reload

o il = ‘f"&:’“ﬁz Serial Monitor Ctrl=Shift+ kA

et Sernal Plotter Ctrl=Shift+= L

3

' i Board: "Arduimo/Genuina Uno" L8 I £

. Port s Boards Manager...

Arduine AVE Boards

- = - i

< Prograrmmern: “Arduino as I5P Ardaing Van

S 1} Burn Bootlcader =1

| Arduino/Genuino Uno

Arduino Dusmilanowve or Diecimila
Arduino Mano

Arduino/Genuinae Mega or Mega 2560
Arduino Mega ADK

Arduino Lecnardo

Arduino/Genuino Micro

Arduino Esplora

Arduino Mins

Arduino Ethemnet

Arduino Fio

Arduino BT

LilyPad Arduino LISE

LilyPad Arduino

Arduino Pro or Pro Mini

Arduine NG or older
Arduino Robot Control
Arduino Robot Motor

Arduinc Gemma

Arduino ARM (32-bits) Boards

v

I“@ Boards Manager Ex

Type Al w | eEpdise

espB266 by ESPA266 Community version 2.0.0 INSTALLED .
Boards included in this package:

Generic ESPEZ66 Module, Olimex MOD-WIFI-ESPE266(-DEV]). NodeMCU 0.9 (ESP-12 Module), NodeMCU 1.0 (ESP-12E Module),
Adafruit HUZZAH ESPEZE6 (ESP-1Z2), SwaetPea ESP-210.

Onling help




Tools ->Boards manager and search for ESP8266 and install the libraries/files
given under heading ESP8266 by ESP community.

Restart the Arduino IDE once again.

Step 5: Selecting NodeMCU Board in Arduino IDE

File Edit Sketch [Fagls| Help

Autc Format
Archive Sketch
Blinks Fix Encoding & Reload
2 Serial Monitor Ctrl+ Shift+M
i Serial Plotter Ctrl+Shift+L
_ -HEs _.Enard: “Arduino/Genuino Uno® L A
2 | Port ' Arduino Ethernet
' Arduino Fio
: Programmer: "Arduine as 1SP” L Arduing BT
3| Hoce thedq O Eaafiontes LilyPad Arduino USB
=) LilyPad Arduing
:-: void setup() { Arduing Pro or Pro Mini
13 pinMode (BUILTIN LED, OQUIEPUT): £/ Initialize ¢ Arduino MG or older

! Arduino Robot Contral

Arduino Robot Motor

LN

16 // the loop function runs over and owver again forey

17 void loop() { | Arduine Gemma

1E digitalWrite (BUILIIN_LED, LCOW): FFf Turn the LEL Arduino ARM (32-bits) Boards B 1w
19 // but actuelly ) i

e acive Arduine Due (Programming Port)

21 delay (100); f/f Wait for a =4 Arduino Due (Mative USE Port)

22 digitalWrite (BUILTIN LED, HIGH); // Turn the LEI ESPRIES Modulss .

23 delay (300) 2 /f Wait for two 5 e Lo
24 ) Generic ESPE266 Module

Adafruit HUZZAH ESP2266

MedeMCU 0.9 (ESP-12 Module)
NodeMCU 1.0 (ESP-12E Module) |

Olirnvex MOD-WIFI-ESPE266(-DEV)

SparkFun ESP8266 Thing

SweetPea ESP-210

Wehos D1

WelMos D1 mini

L




File Edit Sketch Tools| Help

Auto Format
Archive Sketch
> : Sheleh . J8b07 A Fex Encoding & Reload
Bl Setan Serial Monitor Cirl+Shift+ M ;
- = Serial Plotter Ctri=Shift=L ler We h|
i : ! Board: "NodeMCU 1.0 (ESP-12E Module)” . |
N - cid loopf Upload Using: "5erial™ . |
= L SS put W CPU Frequency: "80 MHz" >
- Flash Size: "4M (3M SPIFFS)" 4
Y 7 Upload Speed: "115200" . |y Manag
A __—__l;;;t:_'_c_blﬂ--'-'_ - k d Senal ports
Programmer: “Arduino as I5P" il.v f?"h‘g_ .(
P Bum Bootloader
Jtic \ PE6_com
2 a donatiq

Go to Tools - Boards (scroll down the list of boards) - Select NodeMCU 1.0 (
ESP-12E Module).

Select the Port number at which you have connected nodeMCU.Remove and
plug the usb cable attached to NODE MCU again if it shows error in opening
COM PORT. Rest of the settings can be left to default values.To know the COM
port go to Device manager in your computer and your device appears under
COM port section.

Setting up the Azure Cloud System

Introduction

The Cloud that we are using is the Microsoft Azure Cloud and in that we are using three
components

- Azure loTHub

- Stream Analytics

- Azure Table Storage.



Azure loTHub accepts data from various physical devices and stream analytics is process that
sends the data to Power Bi (Refer Next Section which talks about setting up a power bi account
) where it is visualized . We are further using Azure table Storage to enable configuring of
devices based on user input.To use all these components we have to sign up for an azure
organizational account and further create personalized instances of these components in our
account which is shown in the following steps.

Step1:Create Microsoft Azure Organizational Account

Go to https://account.windowsazure.com/organization.

Further steps are as follows

We fill in details like name , email , company name and a domain name of our choice
(based on availability all email ids of the company can be linked to this domain)

0 =mum

Windows Azure [EECEESEE

FIRST MAME LAST HAME
Get started Beb Taber
CONTACT EMAIL ADDRESS COMPANY NAME [OPTIONAL)
bobilaetris com Agins
DORLAIN MAME £
aalris ) | onmicraseltcom thischk svalabulity

J

Engiah et | 5 Py Baiemert  Tisderman mal  Comdact Uy e Us Feandbao -



https://account.windowsazure.com/organization
https://account.windowsazure.com/organization

Soon after availability check

We create a user id and password and get verified by phone number.

Windows Azure

Get started

Englah

About you

FIRST HAME LAST NAME

| et [ |vaber

CONTACT EMAIL ADORESS COMPANY HAME [OPTIONAL)
| babaetris com | | Aetis

DOMAR MAME ©

emtatio et il T
| puiris & | onmicroseft.com check avadadiity
L

Your login and country information

HEW USER D & COUNTRYREGION ©
| pob EaetrisonmicrosefLoom Uinfiend Siades i-
CREATE NEW PASSWORD CONFIRM NEW PASSWORD

Your mobile number and verification

% SEND TEXT MESSAGE (CALL ME

| Uried States (=1) ]|
I @ Sand hex) message

S 200 Microriof | Povecy stebement  Trademaris  Legal  Comiact i G Us Fesoiba -

After that we login with the account and password that we have created in the previous

step.




nal account

After

that we

Sign in

Microsoft account What's this?

| user@live.com

] Keep me signed in

Can’t access your account?

Sign in with a single-use code

provide

some

financial

Aout ywou

FIRST SasEE
Bty
COPMTACT ERUAR

[ B e e

LT ki REE

LE_ -4

A TEY AEGHIN

Lirste Saat e

AR AP S, B

Mt

Contact phomne number a

P-EI‘_,ITTIE‘_' Nt information

PayRAENT BAETHCID
[Mew Crodit Card |

CRENT CASD MISMAEER

=

CAELDr TYPE

0

CIOBAPLETE &

EXPFELATEDN DATE

e e T T ] |

Wy il

AR ESS LAk 1

I'.-u..g.

| IMM el [

E =

PaARIE T CASD

e PILERE R

| Hrwa Cooce L L |
A ESS LI 2 v
- Oetional | |
STATE S O E
] L Esmersple 97531 ]
Agreement
01 sgres B0 thee rcdionms Farirn Mg s, DBy Dheladts e Ferom y 4ot el

Pl ool il e Sy ] e phesne 10 prcveie spetall] Wi ool ot Subaend Cftes

It takes some time to initialize our free subscription

details.




SLFPORT ACCOUNT

HHOMAT PRHCENG DOCINEE M T ATHOMN DO DADNS COMMUINITY

'_',.}'i'_:"'v'..‘:!r_"‘l. ons sSlore pronle preview reatures

Chek a subsanptxon o view detalds and uiage.

n Free Trial Pending
ot

(*) add subscription Q explore support options

Once done the following screen shows up.

Summary for Free Trial

OVERVIEW  BILLING HISTORY

0 Your Free Trial expires i 30 day(s). Chck here 1o upgrade now.

m SUBSCRIFTION STATUS
10,00 $200.00 30
we Ty el g 3L r00d in--'.ﬁgr&._l.l:u
days left

You have not used Aty sennces recently with this sulsscription

This shows our thirty day free trial subscription and credits.

References for step 1:

--------- In the last part of this blog (In the heading Create Organization Account from Scratch)
https://blog.codingoutloud.com/2014/01/24/stupid-azure-trick-2-how-do-i-create-a-new-organizationa
[-account-on-windows-azure-active-directory-without-any-existing-accounts-or-ea/

--------- In this video

https://channel9.msdn.com/Series/Microsoft-Azure-Fundamentals/06



https://channel9.msdn.com/Series/Microsoft-Azure-Fundamentals/06

Step 2 : Setting up a Resource Group

A resource group is a Azure entity which is used to group all the other entities related to a
project together. Resource groups decrease confusion when there are multiple projects using
multiple entities deployed over the same Azure account .

To create a resource group we go to Azure Dashboard, New -> Resource Group and fill in
details as shown in the screenshot below.

Resource group

Smpty res

Resource group name

Enter resource group name

Subscription

Pay-As-You-Go

Resource group location

South India

Pin to dashboard




Step 3 :Create loT Hub

Login to your Azure Account

Click on New->Internet of Things->loT Hub . Give a unique name to the iot-hub and then click
ok.

While creating choose the location closest to you i.e, in our case SouthEast Asia.

© New ) IntemetofThings » IoT hub

B X Internet of Things

arch the marketplace

MARKETPLACE FEATURED APPS

Pricing and scale tier

Compute ) loT Hub §1 - Standard

A
Networking b
leT Hub units @

Storage ), 1
. Event Hubs
Web + Mobile
Device-to-cloud partitions @
Databases 4 parttions
Intelligence + analytics

Subseription

Internet of Things Pay-As-You-Go

Enterprise Integration

Resource group @

Security + Identity 0 Createnew @ Use existing

Developer tools

Manitoring + Management / Pin to dashboard

Add-ons

Containers

Step 4 :Creating Stream Analytics And Configuring Its Inputs
and Outputs

Click on new---> Select Stream Analytics ----> Give the Stream Analytics a Unique Name and
choose the location which is closest to our geographical location.



New Stream Analytics Job

Job mame

Enter job name

Subscription

Pay-As-You-Go

Resource group @

© Create new @ Use existing

Location

Southeast Asia

Then Choose Input as the lot Hub that we created and Output as Power bi account that we are
using to see visualization of data.

Mew in put re nucleonixanalytics - Outputs >

MNMew output /| X

Input alias

Source Type @&

Cutput alias

Data stream Sink &

= - Power BI
ource @ -

loT hub
Authorize Conmection

YWou'll need to authorize with Power Bl to
configure your ocutput settings.

Import option

Use loT hub from current subscription

loT hub Authorize

nucleonociot-hulb

Don"t hawve a Microsoft Power Bl account yet?

Endpoint &
Messaging

Shared access policy name Mote: You are granting this output
permanent access to your Power Bl
dashboard. Should you need to
revoke this access in the future you
can do one of the following:

iothubowner

Shared access policy key

1. Change the user account
password.

Consumer group 2. Delete this oot




Here input indicates the Input to the stream analytics that is coming from iot-hub.Give it a
unique name (This is the name we should be using in our stream analytics query )and choose
Source as loT Hub.Then click Create.

Here output indicates the output from Stream analytics to Power Bl visualization tool((Refer
Next Section which talks about setting up a power bi account ).Outputs can be multiple for
multiple devices.Select Sink as POWER BI.Sink indicates the destination.Then click Authorize
and sign in using power bi account.

Step 5 :Creating Azure Storage table instance

B X Storage Create storage account B X

The cast of your storage account depends on the

pe) usage and the options you choose below.

/ Search the marketplace
MARKETPLACE See al FEATURED APPS See al Name @

Compute B Storage account - blob, file,
4 table, queue

.corewindows.net

i Depl t model @
Networking eployment mode

Storage
Account kind ®

Web + Mobile

Databases Performance &

Intelligence + analytics

) Replication @
Intemet of Things
Read-access geo-redundant storage (RA-.. v

Enterprise Integration : .
Storage service encryption @

StorSimple Virtual Device '

Series

A StorSimpl g
Developer tools ) Subscription

Pay-Ac-Yrui-Gn

Security + [dentity

Monitoring + Management
Backup and Site Recovery Pin to dashboard

Add-ons ) (OMS)

Containers

Go to new instance and select storage then choose storage account-blob.table,queue.Later
choose a unique name for your storage account and before proceeding ensure that you have
chosen nearest place under location column.Then press create.



nucleonixstorage

. nuclegnixstorage

P Search

B Overview
=] Activitylog
s Access control (IAM)
Tags

% Diagnose and solve problems

SETTINGS
§ Accesskeys
& Configuration
Shared access signature
Il Properties

8 Lods

B Automation script

BLOB SERVICE

'ﬁﬂpen inExplorer = Move [ Delete

Essentials ~

Primary: Available, Secondary: Available
South India, Central India

on name {change)

4cTc788b-05¢a-4a3e-bafid-25¢116109712

Services

. Blobs . Files

Menitoring

Total requests

O Q ﬁg @ @ ameet@nucleonix.on...

NUCLEONIX

f

Standard

cess geo-Tedundant storage (RA-GRS)

Tables

Total egress Average E2E latency

The subscription is not - The subscription is ot |
registered with registered with
Microsoft Insights MicrosoftInsights

provider, Click here to provider, Click here to

Once you have created storage account instance for azure table ,go to dashboard and you will
find storage account there.Click on the storage account to create and view the tables.

Step 6 :Downloading Device Explorer and Storage Explorer

Device Explorer is an open source tool used to add and authenticate devices which can
connect to your lot Hub. Further in the document we show how it is used to setup and monitor

devices.

Download the latest SetupDeviceExplorer.msi file from the below link and install it.

https://qgithub.com/Azure/azure-iot-sdk-csharp/releases

When you open Device Explorer it should look like the figure below.


https://github.com/Azure/azure-iot-sdk-csharp/releases

5! Device Explorer — O
Configuration Management Data Messages To Device

Connection Information
loT Hub Connection String:

HostName=demohub93.azure-
devices. net,SharedAccessKeyMame=iothubowner,SharedAccessKey=M|ThbTa
F1dygyEWRIzaMNB7IChDYEUGPMNtpPNP QOxHY=

Protocol Gateway HostName:

Update

Shared Access Signature

Key Name |igthubowner
Key Walue MjTbTaF1dygyEWRIzaMNB /3ChDYEUGP MNtpPTNP QOxHNY =

Target |demohub99.azure-devices.net

TTL (Days) [365 = Generate SAS

Azure Storage Explorer is a Microsoft software that can be used to modify data in the Azure
Table Storage.In this project it acts a configuration control which is being used to change
parameters on the Device remotely by changing the input table as well as get updates as new
rows come in the Upgradation and Calibration table whenever the device needs upgradation or

calibration.

Download Azure Storage Explorer from the link below
http://storageexplorer.com/

Once installed the Software should look like this


http://storageexplorer.com/
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Step 7 :Setting up Power Bl

Introduction

¢

Delete  Refresh

A Last Modified

Tus, 15 Dec 2015 02:12:28 GMT
Tue, 08 Dec 2015 23:11:51 GMT

Bion Ty

Block Blob

Block Blob

Showing 1 f0 5 of 5 Inaded fems.

Clear successful acthity

Contesit Typa
Feldar

Feldar

applicationoctat-siream

appicationfavascript

Sipa

ShB KB
2T

Power bi takes data from stream analytics and helps us in visualizing data and configuring alerts

for that data as required.

Registering

It Requires a organization based email address(For Eg :- abc@nucleonix.com)



mailto:abc@nucleonix.com

Microsoft Power Bl

Get started

Signup @

Step 8 :Registering on IFTTT Notification Server

Go to the below link and click on signup button.
https://ifttt.com/

Do more with the services
you love

Get started

Sign in



https://ifttt.com/

Sign up

Already have an account? Sign in.

Enter Email id and password then click on sign up button.Later go to user account icon and click
on New Applet as shown in figure below.

IFTTT (@ Discover O Search [ My Applets A

Services

Settings

New Applet

if then that

Want to build even richer Applets?

Sign out

Next click on +this as shown in above figure.Later in search window type Maker Webhooks as
shown below.



Q Maker Webhooks|

Services

Maker Webhooks WeMo Maker

Click on webhooks and enter Unique Event name and click on Create Trigger.

Receive a web request

This trigger fires every time the Maker service
receives a web request to notify it of an event.
For information on triggering events, go to
your Maker service settings and then the
listed URL (web) or tap your username
(mobile)

Event Name (required)

The name of the event, like "button_pressed” or
*front_door_opened"”




Now click on +that as shown below.

if ') then®tha

Want to build even richer Applets?

Type Email in search window and select it.Later click on it and enter suitable subject and body.

Choose action service

Step 3 of 6

| Q email |




Send me an email

This Action will send you an HTML based
email. Images and links are supported.

Subject (required)

LA LM EventName §

occurred on the Maker Webhooks
service

Add ingredient

Send me an email Body

This Action will send you an W EventName (oS
HTML based email. Images WU OccurredAt pN4ieg

and links are supported. SUCEIEH Valuel N Value2 B
| Value3 &

Add ingredient

*Mention the Device Serial number and Device ID as parameter in the body.Click on Create
Action--->Finish.

Next Click on settings and following window appears.

S

Maker Webhooks settings

View activity log

Account Info

Connected as: iotproject

URL: https://maker.ifttt.com/use/0OshYaComqg45YtL-2mTLIM
Status: active

( Edit connection )

Copy the URL and paste it in Arduino Code.



Chapter 2: Setting up the device as loT Augmented

Step1:Configuring Colibri T20 to send Radiation data to Node
MCU

The Colibri T20 is a SODIMM sized computer module based on the NVIDIA® Tegra 2
embedded system-on-a-chip. The Cortex A9 dual core CPU peaks at 1 GHz. The module
delivers high CPU and graphic performance with minimum power consumption. The module
also meets stringent industrial temperature range.The integrated NVIDIA Graphics enables
visually rich, smooth and fast user interfaces.
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NodeMCU is an open source loT platform. It includes firmware which runs on the ESP8266 Wi-Fi
SoC from Espressif Systems, and hardware which is based on the ESP-12 module.



https://en.wikipedia.org/wiki/Internet_of_Things
https://en.wikipedia.org/wiki/ESP8266
https://en.wikipedia.org/wiki/Wi-Fi
https://en.wikipedia.org/wiki/System_on_a_chip
https://en.wikipedia.org/w/index.php?title=Espressif_Systems&action=edit&redlink=1

Colibri reads the data from radiation detectors and that data is sent to NodeMCU via
UART.The baud rate used is 9600.Serial data format has to be in JSON (JavaScript
Object Notation) format as is shown below. The default values must be changed with
actual variables which hold the data.

{

"strModel" :"RM701"™ ,
"strSerialNum" : "20120202010301" ,
"strMfgDt":"01-01-2015" ,
"strCps": "5" ,

"strExposureRate" : "1" ,
"strUnit" : "mR/h" ,

"StrHV": "500" ,
"strLv" : "120" ,

"strDetStatus" : "OK" ,
"strLastCalibDate" : "01-09-2016",
"alarmStatus" : "true"

}

Colibri T20 should be configured in such a way such that it sends this json structured
format to NodeMCU at 9600 baud rate whenever it receives a "D!” character from the
Node MCU.

Tx Rx

Toradex Colibri

T20 MNode

B Tx MCU

Our next step is to connect to the cloud and upload this data.lt requires
registering of the device ,creating a storage table and then uploading the data.



Step2:Register/Authenticate a new device using the Device
Explorer software that sends data to Azure loT Hub

(a)Using the loT Hub Connection String in Device Explorer

We open the Azure Portal after signing in with our Azure id. From the dashboard we select our
lothub and then head to shared access policies where we select iothubowner policy which gives
us a set of keys out of which we copy the primary key connection string.

E nucleonis-iot-hub - Shared access policies

laT Hub

‘,.‘-:-:" Search (Ctrl+/) + Add

Search to filter items.. ;
Overview Access policy name
PoLICY PERMISSIONS
%] Actvitylog i
Permissions
v Registry read @
V' Regustry write @

¥ Service connect @

iathubowner registry write, service connect, device
syt Access control (IAM)

senice SeIVice connect
Device Explarer
device device connect v Device comnect®

SETTINGS . g
registryRead reqistry read
Shared access kays
$ Shared access polices : : B
registryReadWnte registry wrte Primary key @

O Pricing and scal usREpkwiHixGricCj/eyMGBuDPksgcUheQ

Operations manitaring Secondary key @

brgB2KIRHYOF Xy AP ShsokTSGIRTE
¥ it

Connection string—primary key

i= Properties " ‘
= Tope HostName=nucleanix-iot-hub.azure-devi

n o Connection string—secondary key @

B Automation script HostName=nucleanit-iot-hub.azure-devi

We open the device explorer software that we have downloaded (refer Chapter 1: Setting Up
Azure Cloud System- Chapter 6). Once it opens we need to paste the Connection String of our
azure loT Hub and press the update button. Key Name,Key Value and Target loads
automatically once connection is established.



Configuration Managememl Data | Messages To Device | Call Method on Device

Connection Information
loT Hub Connection String:

HostName=nucleonix-iot-hub.azure-
devices.netSharedAccessKeyName=iothubowner.SharedAccessKey=usREpkwH/xGricOjfeyMGBEuD

PksgcUheOB8jcBamYl=

Protocol Gateway HostMame:

Update I

Shared Access Signature

Key Name |iothubowner |
Key Value |usREpkwH/ixGricOj/eyMGBuDPksgcUhe0B8jc6amYl= |

Target |nucIe0nix—iot—hub.azure—devices.net |

TTL (Days) |365 :J'l Generate SAS l

(b)Click on Management tab and then click on create and give your device a unique ID(name)
.Select auto generate keys.(See figure on next page)



I_Conﬁgyralion_! Management E__Data __!__Messag_es To Device__!_ Call Method on Device_%

Device 1D:

Primany Key:

Secondary Key:

Hrvw=MLUo OL4 S Zomzc Bm 1 2N 3y UFbCMZ-01bWFeNsWig=

E2ruCh Lem VP Adha Us4mrP SLOC AW 2dg S UOC03dS5 U=

[ Auto Generate 1D [¥] Auto Generate Keys

Create Cancel

Actions
| Create J | Refresh | | Update | | Celete | | SAS Token... | Twin Props.
Devices
Total: 2
Create Device = & = "
ConnectionS
Device Authentication ! Disconnecte _
@ Security Keys = X509 | Disconnected

T

Once this is done , go to Azure portal and select IOT hub— Device Manager Tab it shows

A new device is registered.

nucleonix-iot-hub - Device Explorer
loT Hub

D Search G+ o Add | 22 Columns () Refresh ]

Access control {JAM)

Device Explorer

Filter by Device Id

SETTINGS
f Shared access policies

) Pricing and scale

a Qperations monitoring

DEVICEID

Node2Nucleonix

NodeMCUNUCLEONIX

( You can use this toal to view, create, update, and delete devices on your loT Hub. You may view up to 1000 devices in the Device Explorer,

Once we click on the new device we have registered we have Connection string—primary key
displayed which is to be copied(we use it in next step).



(c)Modify Parameters in the Code

In Azure Client file of the node mcu code we paste the Connection string—primary key
we had copied in the previous step. As well as fill in the Wifi ssid and password of the WIFI
network the device is going to be tested/deployed in.

2 by ) | e A N g L ST T (1, Y T (R iy T (AT P VAR, 1 R0 S ol 04
congt chird ECﬂﬂEEElEﬂSErlﬂq = "N03ChameE=NNCLEOnLK-100-N00, AZUre-0eV1Ces, NeC; e .fE.J-nfliinﬂf.ETi.h}:ﬂcfiﬁ;ll:Si:E_-s.'.;;ﬁlc?{?;ﬂ:]_ LI/ SWUANVITEDEX VDL 10043=")

const chart qgid=" "
congt chart md ="

*ssid indicates the WiFi id available in the range.Replace it with the name of the WiFi available.
*pwd indicates the WiFi password.Replace it with the corresponding WiFi password.

*Paste the URL from IFTTT that was copied earlier in the arduino code at the location specified
in following window.

Serial.println(™sending request to IFITI"):
f/Declare object of class HITPClient

http.begin("http://maker.ifttt.com/trigger/table updated/with/key/0ah¥aComg45¥tL-2mTL1M"™) ;

Once this is done we can burn this modified code onto Node MCU.

(d)Setting up Azure Table Storage- Azure Storage Explorer to Set
up the configuration table from where we can configure our new
device

We have downloaded and installed Azure Storage Explorer (refer Chapter 1: Setting Up Azure
Cloud System- Chapter 6).We open the Azure Portal click on our storage account and then
Click on “Open in explorer” then download the Azure table storage explorer if not previously
downloaded otherwise just click ok on the open url pop-up which shows up. This opens up the
Microsoft Azure Storage explorer.



Ef_.ﬂOpen in Explorer =3 Move T Delete

Open ‘nucleonixstorage’ in Azure Storage Explorer?
I you don't have the app yet, download it from storageexplorer.com.

[l

If not already connected then we must sign in using azure account Credentials by clicking on

the “Connect to Azure storage “ icon as shown in figure below.
5 oo kv g e R, = =

Edit View Help

“=» Microsoft Azure
@R & U

I Collapse All
=¥ Quick Access
4 @ (Local and Attached)
» B Storage Accounts
4 #B Pay-As-You-Go (ameet@nucleonix.onmicrosoft
4 [ Storage Accounts
b B nucleonixstorage

Actions Properties

Activities

What do you like about this tool?

What don't you like or feel is missing?

Now following window will appear, select azure environment as Azure and click Sign In.



Connect to Azure Storage

How do you want to connect to your Storage Account or service?

- Add an Azure Account

Azure

Use a shared access signature (5A5) URI or connection string

1 Use a storage account name and key

| 5. Sign in to your acco

Microsoft Azure

Work or school. or personal Microsoft account

Email or phone

Fassword

Can’'t access your account?

BT Microsoft

Enter the details and click on sign in button.

(d)Adding entities

Once the connection is established between Storage Explorer and Azure Storage,it shows
various storage services like Files,Blobs,Queues,Tables. Navigate inside the left side menu to
the Table named inputtable.



dit View Help

|5 Microsoft Azure
W ARGV

ollapse Al

P e e

| M Pay-As-You-Go [ameet@nucleonixonmicrosc
1 B Storage Accounts
4 B nucleonixstorage
b & Blob Containers
b 7 File Shares
b [ Queues
4 [ Tables
B SMetricsCapacityBlob
B MetricsHourPrimanTransa
B MetricsHourPrimaryTransa
& iMetricsHourPrimaryTransa
B $MetricsHourSecondaryTrar
B MetricsHourSecondaryTrar
B SMetricsHourSecondaryTrar
B calibrationtable

E
B upgradetable

B inputtable
» & + /2 & 8 X 0
Query | Impot  Ewport Aod Edt  Selectall | ColumnOptions | Delete | Refresh
PartitionKey 4| RowkKey Timestamp CalibrationAlertintervallnMonth DevicePolling MODE | UpgradeAlertintervallne

RM702 70120202000302 | 2017-04-17T06:14:34 4812

Now add an entity by clicking the Add+ mark shown in the below figure.

Partition Key and Row Key allows us to fetch data from particular row and column.We can add
our own Properties (ex:temperature,voltage...).Here TYPE indicates the datatype of the property
and the PROPERTY VALUE indicates the input value that you want to give for that particular

property.

In Our case “Input table” that accepts the inputs from administrator has the following structure.



Add Entity

Property Name Type Value
PartitionKey
Rowkey
Calibration&lertIntervallnMaonths String hd & K
DevicePollingTimelnSeconds String v & X
MODE Int64 v & X
UpgradeAlertintervallnYears String v pedibs

Add Property
nsert Cancel

IMPORTANT : In Partition Key field correctly enter the model no. such as “RM107” and in
row Key correctly enter the Serial no. such as “201648383” which we are getting via
Serial Communication. So that each node mcu fetches it’s respective row’s data from the
table while configuring itself.

Other fields can be filled as follows :

“ CalibrationAlertintervalinMonths “ indicates the time period for a device beyond which a
calibration alert has to be generated.This is specified in months(Integer).

“ DevicePollingTimelnSeconds ” indicates the time interval at which the device has to upload
data to the iot-hub.

“ MODE ” indicates the operating mode of the device.lt is usually 1or 2 or 3.
1 — Send every time data is read — cps, Exposure rate, Unit, AlarmStatus

2 — Send data only when Alarm is generated, i.e., AlarmStatus=True

3 — Do not send data

“ UpgradeAlertintervallnYears " indicates the time period for a device beyond which a upgrade
alert has to be generated.This is specified in years(Integer).



,‘npmﬂe-".x

E &éd 778 8 X U

Query | Import Bwpot | Add Pt Selectall  ColmnOptions = Delele  Refresh

m__u_

RM02 70002010307 2007041710614 34 4812

Step3: Burn the code and Test whether the NODE MCU is
working properly

1.Compile and Upload the Code to NodeMCU

o
Flle Lt SKeich 10015 HElp
Azureclient 3 i

Serial.println(" Se: 1 data for the time alerts”);

String gstrMgD:
String gstrlastCalibDate;
sonObject* strMfgDt = alson

.getObjectItem(isonObiect, "stzMfgDt™);
g3TrMfgDC=3trMfgDL->values: :

onObject* strlastCalibDate = adson.getObjectItenm(jsonObject, "strlastCaliblate”):
qt.L stCalibDate=strLastCalibDate >Valnet1ng

1al.println (gstMEghe) ; B

Serial.println(gstrlastCalibDate);

int cday, cmonth, cyear, mday ,mmonth, myear;
cday = gstrlastCalibDate.substring(0,2). ():

*Click on the Arrow present at top-left of arduino IDE,this button auto compiles the code and on
successful completion uploads the code to NodeMCU.

*All the errors related to the code will be displayed in the black window available at the bottom
of the IDE.



2.Checking Serial Monitor Data

File Edit Sketch Tools Help

AzureClient

Serial.println(" Serial data for the time alerts");

Serial.println("read Serial data");
Serial.write("!");

String colibriDatanew = Serial.readString():

delay(3000);

Serial.println(colibriDatanew);

char z[700];
colibriDatanew.toCharirray(z,700) 5
alsonDbject* jsonObject = adson.parse(z);

String gstrMfgDt;

String gstrlastCalibDate;

adsonObject* atrMfgDt = adson.getObjectItem(jsonObject, "strMigDt"):;
gatrMfgDt=atrMigDt->valuestring;

adsonObject* atrlastCalibDate = adson.getObjectltem(jsonObject, "strlastCaliblate”);
gatrlastCalibDate=strlastCalibDate->valuestring;

]

Serial.println(gstrMfgDt);

Serial.println(gstrlastCalibDate);

On clicking the icon specified in top right of the above picture,serial monitor will appear.

D!{"strModel" :"BM701" ,"strSeriallfum” : "20120202010301" , "strMfgDt":"01-01-2015" ,"strlps": "S" , "strExposureRate” : "1" , "strUnit" : "mR/h" , "strHV": "500" , "strI¥" : "120" , "strDetSt:

701
20120202010301
Reset Wifi
trying virus found...
WiFi connected
IP address:
192.168.0.6
192.168.0.6 3
Mransmit NIP Request
Receive NTP Response
[HTTP] GEI... code: 200
{"PartitionKey":"RM701", "RowKey":"20120202010301", "Tinestamp”: "2017-04-17107:05:27.8568432", "CalibrationAlertIntervalInMonths": "§", "DevicePollingTimeInSeconds”: 30", "MODE": "2", "UpgradellertInty
[HTI?] GEI... code: 200
["PartitionKey":"RM701", "RowKey":"20120202010301", "Tinestamp”: "2017-04-17107:05:27.8568432", "CalibrationAlertIntervalInMonths": "§", "DevicePollingTimeInSeconds":"30", "MODE": "2", "UpgradellertInty
2
[RM701
20120202010301
(1
30
2
[HTT?] GEI... code: 200
{"PartitionKey":"RM701", "RowKey":"20120202010301", "Timeatamp”: "2017-04-17707:05:27.8568432", "CalibrationAlertInterval InMontha": "6", "DevicePallingTimeInSeconda”: 30", "MODE": "2", "UpgradehlertIntt
2
[RM701
20120202010301
(i
30
2




Select the suitable baudrate -same as the baudrate mentioned in the setup() function.In our
case it is 9600

[Mo line ending - | (9600 baud - |

Ilbevice need not be recalibrated
[HTTF] GET... code: 200

{"PartitionKey™:"BM701", "RowKey™:"20120202010301", "Timestamp™: "2017-04-17T07:05:27.8568432", "CalibrationAlertInterval InMontha™: "6", "Device
2

701
20120202010301
6

30

2

fDevice needn't get recalibrated

In mode 2

read Serial data

D! ["strModel™ :"RM701" ,"strSerialMNum" : "20120202010301" , "strMigDt™:"01-01-2015" ,"strlp3™: "5" , "strExposureRate™ : "1" , "atrUnit™ :

larm status is true and hence sending data
read serial data now

DRM701

01-01-2015

true

rinting data from sensor.cpp

{"Utc":"2017-04-21T16:39:18", "strModel™: "RM701", "strierialNum":"20120202010301", "strMfgDt": "01-01-2015", "strCpa™:"5", "strExposureRate™: "1"
"0 @\€ @ £ B8z Br’ B&¥ (4. B4.. GU GDt GAD @c) @ @I @S @

204

3.Checking whether our node is successfully fetching the row associated
with it from Azure Table Storage

Once you have followed the previous steps we can open the COM port in the Arduino with the
Node MCU plugged in using a USB connector as well as Serial communication taking place
between the Colibiri T20 and the Node.



. code: 200
.{ """"qfey" "RAT0L", "Rowiley™:"20120202010301", "Timeatam":"2011-04-11707:05:27,8568432" , "CalibrationAlertInterval [nkontha" 6", "DevicePol lingTineInSeconds™s 30", "WOIE": "2, "TnaradeklertIntt
[ETTE] GE1... code: 1
tioney"s"RATOL", "Rowiey™s "20120202000301", "Timestamp":"2017-04-17T07:05:27.8568432", "Calibrationklert IntervalInkontha®: 6", "DeviceBollingTine nSeconds": "30°, "MOE":"2", "TngradeAlertIntt

B0l
gl

[HTT &... code: 20

" r*“mﬂey" "RUI0L", "Rowiey™:"20120202010301"  "Tinestam" s "2017-04-17T07:06:27, 8568430"  "Cal ibrationklertInterval IMontha®s"6"  "DevicePollingTinelndeconds": 30", "MOE":"2", "UgradeAlertIntt
A

an

aonacanantonol

b

i

!

The above figure shows that NodeMCU has a successful GET request i.e., it has fetched the
parameters from the input table successfully.Hence it shows successful request code
“200”.The
variables:MODE,CalibrationAlertintervallnMonths,UpgradationAlertintervallnYears,DevicePollin
gTimelnSeconds are declared globally in the arduino program so that every time when values
are fetched from table these values of global variables change and hence device configures
itself.We can change values in input table and see how the device reconfigures itself..

4. Checking whether our node mcu is able to send the serial data to loT
Hub

To check whether data has successfully uploaded to the loT Hub, we check for successful
request code 204 in the serial monitor .We can also open Device Explorer and go to Data tab
,Select your eventhub ,device ID,enable it with a default consumer group and then click on
Monitor to see real time data coming into the lot Hub.



ACCESSED THROUGH DEVICE EXPLORER

Device Explorer Twin

< | To Device | Call Method on Device

Monitoring

Ewent Hub: monitoring

Consumer Group: SDefault

onitor Cancel

Event Hub Data

Receiving even
2710112017 21128 PM> Davica, {NodeMCu] Dt (O 201 201
Ll - “Hu “Geo"~mib-garage” "Schema"1 “Mem" 38968 "Id"

"201 7-01
0. Ge o™ mib-garage” “Schema® 1. -Mem" 21608 "Id"

*2017-01
£-0,"Geo=~mib- garage" "Schema"1“Mem"-21608."1d"

20170
n ). "0, GEU ~mib-garage”."Schema”:1,"Mem" 21608,"1d"™

27/01/2017 2:13:02 PM> Device: [ModeMCL]. Data {{-Uter 201701
27T 14:12:57."Celsius"-30.00."Humidity™:28.00."WPa" 0. Light"0."Ge o™ ~mib-garage"."Schema"1 "Mem"-38968.ld":

We can also see on the Azure portal how many requests the loT Hub has received in a day by
logging into the portal.

Step 4 :Monitoring Input/Output requests in loT/Hub and Stream Analytics

Dashboard  + Newdashboard ¢ Editdashboard &) Share . Fullscreen [ Clone [ Delete

4/23/2017 UTC Pay-As-You-Go

All resources
CONSUMPTION

ALL SUBSCRIPTIONS NUCLEONIX-IOT-HUB
CURRENT CHARGES

nucleonix-iot-hub loT Hub I o = 11086.79 inr

BB nudleonixstorage Storage account
% nucleonixanalytics Stream Analytics job 5"6&"

Input Events. Output Events and one more metric past week

Service health
MY RESOURCES

Clicking on the metrics gives the above graphical data..

8K under Messages field indicates the maximum number of requests that can be sent to iot-hub
per day.INPUT EVENTS indicates the number of POST requests to iot hub i.e.,polling the
device data to iot-hub.OUTPUT EVENTS indicates the number of packets that iot-hub has sent

to stream analytics.



Step 5:Performing Analytics using Stream Analytics

ﬁ' Settings ' Start M Stop [0 Delete

ﬂ Stopped

Job Topology

3 Overview

=| Activity |
- e Inputs Qutputs

1= 2>

DevicelnputStream DeviceNucleonixBI

Access control (IAM)
Tags

% Diagnose and solve problems
Nucleonixdevice2

SETTINGS
& locks Monitoring

Input Events, Output Events and one more metric past week
JOB TOPOLOGY

= Inputs
¥ Functions
- Quer}r

=+ Outputs

CONFIGURE

e C(Click on the stream analytics job that has be created earlier and above window
appears.Here START /STOP indicates whether data is to retrieved from iot-hub and
visualized or not.Stream analytics is based on NOSQL queries.Amount will be charged
only when status is RUNNING.

e |[INPUT indicates the input data source to the stream analytics i.e., iot-hub and OUTPUT
represents the target GUI where the data is to be visualized i.e.,POWER BI.

e One can easily edit the query by clicking on QUERY window available between INPUT
and OUTPUT events.



Need help with your query? Check out some of the most common Stream Analytics query pattemns

= Inputs (1)

-, DevicelnputStream

o=, Outputs (2)

Il DeviceNucleonixBl

)] Nucleonixdevice2
System timesys

iothub.connectiondeviceid deviceid

TimeCreatedl
striodel strModel
strSerialNum strSerialNum
strifgDt strmMfgDt

Your query could be put in logs that are in a potentially different geography.

Missing some language constructs? | =t (Powered by UserV/oice -

Step 6:Visualizing the Stream Analytics data using POWER BI

Featured dashboard :
Streaming data

37 Favorites

~ My Workspace

DEVICE2 Enabled

Show: N i Nucleonixdata? AP

Dashboards NucleanixDataset APl DEVICEL Enabled

E Datasets

Streaming datasets




Log In to POWER BI and then go to the datasets and click on Streaming datasets.The datasets
that were created initially while creating output events in stream analytics will appear here
automatically.Now,click on one of the datasets and select CREATE REPORT (highlighted in the

below picture).

Streaming data

NAME - USED IN DASHBOARDS HISTORICAL ACTIONS

Nucleonixdata2 DEVICE2 Enabled

NucleonixDataSet AFI DEVICEL Enabled

The following screen appears when you click on create report.

POWEf’ BI . My Workspace » Nucleonixdata2

Featured dashboard

3¢ Favorites

s My Workspace

© Show: All

Dashboards

Al Reports

E Datasets

Streaming datasets

Filew  View  Reading view l‘:‘_)"cExp:ore‘f AT Text Box @Sha\:esv 2 Visual Interactions () Refresh Duphcatethispage B save

Visualizations > Fields

===l

a8 1T

' ‘) il . BHE B Nucleonidataset
N deviceid

W streps
B strdetstatus

W strexposurerate

N5 striw

N strlastcalibdate

W= sty

Filters B stmigdt

strmodel
strserialnum
strunit
timecreated
timecreatedl
timesys

Next select the type of chart required to display the input data coming from the stream analytics.



Consider a LINE CHART(highlighted in the below picture with red circle).Then select the
parameters that are to be displayed.Here we are selecting strlv on Y axis and timecreated1 on
X-axis.strModel indicates the Model number of the device.This is unique for every device.

Fley View  Reading vew UT'pExp%oreV A] Tt o @5hapesv B Vil teractions ) Refesh Duplicatethispage H e

(" Faatured dashhoard Viewlizatione > Fields

i Favrits A H 1
|8 i 01
. ", I|=II . I I i B Nuckonicataset
;ﬁ?f'g B deviced
g A “ 0 s
C B setstats

v My Workspace

O Show: i coret
7, strexposurerate
1 sty
stastalbate
sl
stmfyct
stmoce

() Dashhaards

tmecreated]

ES = =m .

stmode

== .

sirsenalnum
st

fmecreated

Ew mm .

_ fmecreated
e Datasets

fimesys

Steaming datasets

Next step is to save the report and download it in the form of excel sheet using
the feature of EXPORT DATA as shown in the figure below.



Power BI ' My Workspace > Nucleonixdata2

—= File~  View~  Reading view
() Featured dashboard

3¢ Favorites

v My Workspace

@ Show: All content

) Dashboards

Jli Reports

E Datasets

Streaming datasets

":‘_;"oExplorev AT Text Box CEShaFesv [E Visual Interactions () Refresh Duphcatethispage B save -
Visualizations > Fields
== =N

ecreated] strmodel ]

4 B Nu taset
Ll Export data = W deviceid
M 5 streps
N strdetstatus
M 3 strexposurerate
W = sthv
timecreated] B strastealibdate

strmodel

strserialnum
strunit
timecreated

timecreated]

L BR<B N B BN<H |

timesys

Filters

Pin your report to dashboard where various reports can be viewed at single
place.creation of dashboard is shown below.Click on the icon highlighted in

yellow color.



treaming datasets

Pin to dashboard

Select an existing dashboard or create a new one.
striv

Where would you like to pin to?
O Existing dashboard

® New dashboard

| mydata|

Pin Cancel

Select a new dashboard and give a unique name or choose an existing one and
click Pin.The below figure shows the Dashboard and the Reports that are being
saved.Here data is name of the report and mydata is the name of the dashboard.



File >  View »~  Reading view El'p Explore »

) Featured dashboard

3¢ Favorites r=

AT Text Box

CH Shapes ~

[E Visual Interactions

%
&)

) Refr

s My Workspace | |

€ Show: All content 1
|

) Dashboards ; |

sili Reports _ |

> +:Z

E Datasets

Step 7:Setting up ALERT EMAILS

Power bi offers alert mail feature wherein user gets an email whenever the input value in the

report crosses a particular threshold value.

For this purpose here we take KPI type chart from the chart menu(because alert feature is
applicable only for the charts that display integer values) and it is as shown below.



180.00

Select the OPEN MENU option (highlighted in the above picture).Following window appears
,then click on the BELL icon as shown below.

[3 Ask a question about your data

~ My Workspace

> Show: All content

data >

) Dashboards

i Reports

£ Datasets

Click on Add Alert Rule and specify the title for the alert,parameter for which alert rule has to be
applied(in this case for strlv value) and specify the condition ,threshold value.Select the
notification frequency then save and close.



STRLW
Manage alerts

St alerts rule for

striw
Conditiom Threshold
Alowe - 1

MMaxxamurm notification frequency
(@ At most everny 24 hours

AL most once an hour

SAlerts are only sent if yvour data changes.

By default, yvouwu'll receive notifications on the service
irv the nmnotification center.

ffs= MMicrosoft Flows to trigger additional actions

The below picture shows the alert email that has been received as the input

value is greater than the threshold value.



AUTONOMOUS

Mail =

Alert for temperature ibex &

Inbox (391) 5 Microsoft Power Bl 1:46 PM (21 hours ago)

Starred S Alert for temperature Alert for temperature on NUCLEONIX ANALYTICS is MM/ddly
Sent Mail 4 older messages

Drafts Microsoft Power Bl %01 PM (14 hours ago)

More » Alert for temperature Alert for temperature on NUCLEONIX ANALYTICS is MM/ddly

Microsoft Power BI 10:01 PM (13 hours ago)

Alert for temperature Alert for temperature on NUCLEONIX ANALYTICS is MM/ddly

Microsoft Power Bl 10:01 PM {13 hours ago)

modem_electroni i y S ALl
Alert for temperature Alert for temperature on NUCLEONIX ANALYTICS is MM

mubhaskar1996
SNIST PLACEM Microsoft Power BI 11:17 PM (11 hours ago)

Alert for temperature Alert for temperature on NUCLEONIX ANALYTICS is MM/ddly

Microsoft Power Bl <no-reply@powerbi com 11:17 PM (11 hours ago)

Step 8:Modifying the Device Parameters

Generating Calibration and Upgradation Alerts

Two new tables are created to store the details of devices which have crossed the calibration
months and upgradation years limit. now() function in arduino gives us the current date - time
information and the device date of manufacture is specified in the serial data.Hence a difference
between these two things gives us the information of when to upgrade the device based on the
UpgradationAlertintervallnYears value specified in input table.lt is done as follows



1f{ currentyear-myear >= gUpgradellertIntervallnYeara.tolnt())

Serial.println{"Device needs to be upgraded ");

When the above condition is satisfied , POST request is sent to Azure table storage and device
details(that are read from serial communication) are updated in the Upgradation table.Similarly
for Calibration table.

e

Edit View Help

& Microsoft Azure upgrodetable "= X

tRED

S B Wt/ & XU
e Oey Dot Bewt A Et Seecs  Coumlpions  Deee Rt
Collapse Al

13 JWIayc AuLuwi . N . . . ~ r 0ot 1 " "] 1
= o PartitionKeys | Rowley Timestamp sthfgDt | strlps | stbxposureRate | strlmit | stV | stV
i @ Pay-As-You-Go (ameet@nucleonixanmicrosoft.com)

+ 5 Storage Aecounts RO | LD | AHITIORSISOSIZ L0 |5 |1 b 1

4 B nudeonistorage RM702 0120202000302 | 2017-04-17T06:17:33.028 01-01-2015 5 1 mRh 500 120
& Blob Containers

7 File Shares
I Queues
4 [ Tables
B $MetricsCapacityBlob
B8 $MetricsHourPrimaryTransactionsBlob
B $MetricsHourPrimaryTransactionsQueue
B8 SMetricsHourPrimary TransactionsTable
B $MetricsHourSecondaryTransactionsBlob
B8 $MetricsHourSecondaryTransactionsQueue
B $MetricsHourSecondary TransactionsTable
& alibrationtzble
B inputtable
I upgradetable

) ) Showing 1 to 2 of 2 cached items
Acticns  Properties

URL  https://nucleanisstorage fable.core windows net443/upgradetable Activities




it View Help

2 Microsoft Azure calbratontable =

el L4+t B XU

Search for resources ) ‘
Query | Import  Export Ad  Edt  Selctal | CoumnOptions = Delete | Refresh

(Collapse All

JWIAYT HLLUULIL
= RULY ,

5 ParttionKey®| Rowkey Timestamp strfgDt | stps | stbiposureRate | strlimit | stV | stV | sirDetStatus
i @ Pay-As-You-Go (ameet@nuckeonionmicroseftcom)

4 5 Storage Acaurs 0L | L0 | 200 TIORABRL3BE | L1 \500 \120 m

4 B nuceonstoage RMT02 TOL20202000302 | 2007-04-1TM0R:17:333632 | 01-01-2005 5
i Blob Containers

Al Fie Shares
(] Queues
4 [ Tables
B MetricsCapacityBlob
] $MetrcsHourPrimeryTrensactionsBlob
B $MemesHourPrimaryTransactionsQueve
] $MetncsHourPrmeryTrensactionsTable
B $MencsHourSecondzryTransactionsBlod
B MetricsHourSecondary Transactionsueve
B MetricsHourSecondary TransactionsTable
I calbrationtable
B inputtable
B upgradetable

: ‘ Showing 1 to 2 of 2 cached items
Acions  Properties

Once the data is successfully inserted into the table an alert email is sent to the Admin
using IFTTT notification service.

Upgradation table alert inbox  «

loTProject Database <iotproject@nuclecnix.com:=
to me [~

What: Device needs to be upgraded
When: April 17, 2017 at 01:20PM
Device Details: RM701, 20120202010301,




Calibration table alert inbex =

loTProject Database <iotproject@nucleonix.com:=

tome |-

What: device needs to be calibrated
When: Aprl 17, 2017 at 01:18PM
Extra Data: RM7T01, 20120202010301, .




Sreenidhi Institute of Science and Technology
Department of Computer Science and Engineering
Industrial Project Report on
Biometric Based Attendance
Submitted to
NUCLEONIX SYSTEMS PVT. LTD. INDIA

One of the most significant thing which is absent in this advanced world for
cach individual is time, with many atomization’s coming into the picture. In this
existing system, the data from Biometric machines are collected and manual
calculations are done to get payable days. These is always possibility of tampering on

unauthorized updations of data is manual system.

In our proposed system we are collecting data from Biometric machine and our
system is automatically calculating the payable days. This project aims for the
atomization of attendance and salary calculation in major organizations but is mainly

focused on the principles of Nucleonix system pvt Itd based on the biometric data

taken from machines.

INPUTS:

Biometric Based Data
External Inputs — On duty and Overtime Approvals

Initial Carry Forward Leaves

Time period for calculation
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OUTPUTS:

Total number of Payable Days
Atomization of Carry forward leaves
Overtime Information (=7 Hrs 45 Min and < 9 Hrs 45 Min with Approval)
Work Less Calculations (<7 Hrs 45 Min)

Filtering of records with 2 in’s and 2 outs’

SOFTWARES USED:
SQL Server 2014
Windows 7
VALLAKATLA CHARITH 14311A0565
ITIKALA SHIVA KUMAR REDDY 14311A0527
G. AKSHAY KUMAR 14311A05B6

Under the Guidance of
Dr. ARUNA VARANASI, HOD, CSE
Mrs. K. KRISHNA JYOTHI, Assistant Professor, CSE Dept
Mr. D RAM BABU, Assistant Professor, CSE Dept

, {“";
H;Va of the Department

CSE, SNIST
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Sreenidhi Institute of Science and Technology
Department of Computer Science and Engineering
Industrial Project Report on

ANTI CORRUPTION

Submitted to

NUCLEONIX SYSTEMS PVT. LTD. INDIA

USERS

Users are expected to download app from play store. To use this app, the users must first register by
providing their personal details like Aadhaar number, mobile number etc.

After registration, they can login using their Aadhaar number and password. The following snapshot
explains the registration and login.

User Registration:

USER REGISTRATION

Aadhar Number®:

nter Aadhar

Mobile Number*:

rnier

Password”:
Confirm Password®:

b password

Register
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User Login:

YA gt

Anti Corruption
User Login

Aadhar Murnber,
Pagssword;

|’,"J:H

After the user logs in, two tabs are visible, they arc “ADD COMPLAINT” and “VIEW COMPLAINT”.
If the user wants to add a complaint, he/she must click the add complaint button, The following snapshot
shows this process.

After Login:

COMPLAINTS

What we offer

ADD NEV COMPLAINT

/i J figH
VIEW COMPLAINTS
i M st DfesA O s oot

By clicking add new complaint button it will enable the user to add complaint, This process is as
explained below:
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Add Complaint

The user shall fill the below form containing details like department, location, name of officer

designation, nature of complaint, date of incident, amount demanded etc. Proofs like
Audio/Video/Documents can also be uploaded. After the complaint is posted, an email & SMS is sent t

the concerning officials of the department.

The following snapshots demonstrate this process.

ADD NEW COMPLAINT

Select Department:®

™
Select Arear a ‘
C=laws -t o A v
SEell ceperimentnea
" P TP Comgpiaint deiaiis:
{ame of Govt Oince: MAREAE S S

R}

Amount Dernanded:

0
=
o
i
S
=
¥
-
28
v |
(':
"}
ot

[5%)

mount demanosed

8]

Application details™:

nplovee Designation:”
Ermployee Designa Choose File No flz chosen

Upload Proof, if any:

Complaint type”
¢ ’h Choose File Nofls chosen

Complalnant Aadhar Nurnber”
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Complaint View
On clicking the view complaint tab, The users can see their previous complaints and view status of them.
User can close the complaint by clicking the “CLOSE COMPLAINT” button. They can also provide

comments to it.

COMPLAINT 19

Complaint No 19
DeptName Home
AreaNzame Chikkadpally
Nzme of Govt Office Fire Station
City {or} Town City
EmpName Charzn Bzbu
EmpDesizn Si
Compiaint Type Deisyindoing
viork
Comolaint detzils dikasgf ~
CashDemanded 5000
DaysAZo Gweeks
Application downlozd
Document

Close Complaint

Status Box
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OFFICIALS

I'he password will be provided by admin.

The username is their Aadhar number. They must login using
their Aadhar number and password.

After successfully logging in, the complaints concerned to them
based on their arca and department, are visible. The officials can provide the status updates to the
complaint in the form of comment, The following snapshot shows officials login

Officials Login:

Officials View com
mrot'ﬁcials s

_coun.\mls_-":&\ l.'qcﬁulm

ALL COMPLAINTS
' ' : . ' sl Dor View il
Complatit No DeptName AreaName EngName EmpDesign i
Home Chikradpally Chatan thaby Nl 017081 2028 view
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Officials View Complaint:

e Motn e S, A i PR, TR

: Ly ine) T
Erephisme

Csahliersred
Disvesdias

Appticstion Docuenert

j

& szt {
3K

{

Zwenks ’ ]

R

donnlesc i !

£

A

nd
{

i

1

3
4
3

.
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STAKEHOLDERS (PRESS & NGO's)

To register, they must first obtain the registration key from the admin. Using this key they can register.

While registering they need to provide their concerned area and departments, they want to observe. They
must login using their Aadhar number and password.

After successfully log in, the complaints concerned to them are visible. They can view and add comments.

Stakeholders Login:

Enter aadhar number

Enter password
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BAgriculture ana Cnommﬂonlmckwmd Classos w:-mmlw\sxmw Affairs Food & ovnllcndownwnly.lcnomwsnmmmr. Forosts, Selonco lmnuluannn Medical & Farn)y\ﬂblhl%h" S
X ¢ ducatron®Homel Housing®industrios and CommerceBlintormatian and Public Relaticlintormation Tachnology. Electr®irrigation and CADS Labour, Emplayrent Training anilLawBiMinontias g
1on & ouhlpmr.hml Raj and Rural Davelo® Planning®Public EnterpritasiRevenucliRevonue (Rogistration and Stam: Eduumon lSE wswlm \'Ielhnlj S

Stakehlders Vlew Com plaint:

.
B

ALL COMPLAINTS .
Cotnplaint No DaptName AreaName EmpName EmpDesign DoP View
1S Home Chikkedpally CharanBabu S 20170614 2808225 view
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keholders Comment vie

ALY,

Press: f‘% i

Sta

Lo i sra W 1%
wﬁ - ‘;" ” i -
Areghiarme | G3% 73-Yet o)

Narre of Covt Ofbee Cre Sanon
Cits i’ Toro o C+
BN Chgran Bty
Ermplesizn 51
Cargizint bype Dalzy mooing e
Campiznt dataiis disasg?
Zzhlenanded ST
Dasize Jvsees
Ao satan Doournant corriawd

Fulroes:

Status Box

puzpur et

Comract

Assistant Professor
CSE Dept, SNIST
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